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Spemficatlon

This memo gives an in '"“_\@g th?’iey architectural challenges facing software
development for the office utqm;f;?,(nvuonment It discusses Microsoft’s solutions
for these %l:illenges solutions—t involve not only MS-DOS 4.0, but significant

changes/ﬁ: l\nt\ernal structures of all Microsoft soft.ware
LY
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1. Prerequisites
This document is one of a series of related documents. They are: -

Microsoft Multitasking MS-DOS Product Specification OVERVIEW
Microsoft Multitasking MS-DOS Product Specification DEVICE DRIVERS
Microsoft Multitasking MS-DOS Product Specification SYSTEM CALLS
286 and 8086 Compatibility s
Microsoft Multitasking MS-DOS Product Specification IN/TZ?OD,E'J\CTION

Microsoft Multitasking MS-DOS Product Specification MEMORY MANAGE-
e e it

Microsoft Multitasking MS-DOS Product Spccificati tC L/IN!%EVG
Mierosoft Multitasking MS-DOS Product Specification SESSIOQI"‘_A!AN 'GER
Explicit and implicit reference will be made t?)i'fefiés_ *end %nc"épts intro-
duced in that document. R

2. Introduction ; /\- ‘

The next versions of MS-DOS will b
release; they will contain powerfi] ngivfeatures to address key issues critical to
the future growth of office automation microecompyters: memory utilization, sys-
tem protection, and software architecture. M S 4.0 is will be the first Micro-

soft Operating System #6 . K exa full-scale implementation of Microsoft’s
future software archit it
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microcomputer softwar i3t
contained in the future MS:PDOS
information

3-DOS gefeases. Other papers provide more specific
a.@ut particular subsets of those capabilities.

The 4ffice ‘du\t\omatio marketplace demands software that is powerful, flexi-
ble and eask to use, The t}sér will expect to do many unrelated things at the
same time. He Wijll expect 10 be able to combine different packages from different
vendors, and have-them work together. He will also expect the system to be able
to do work transparéntly on his behalf, such as receiving mail. In order to meet
these general needs, the software environment must address four distinet chal-
lenges:

1) Memory Space Limitations

The PC architecture supports up to 640K of memory. This is not nearly
enough; just the DOS, a network package, a windows package, and Lotus

Symphony will consume the entire memory. A software solution must be
found to this hardware problem.
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2) Protection & Security

“Protection” refers to the capability to protect the system and other appli-
cations from an aberrant application. ‘‘Security’ refers to the capability to
protect the system and other applications from deliberate attempts to access
or change data. These facilities must be provided to ensure that companies
will buy networked Office Automation systems.

3) Flexible Architecture

Office Automation environments are too complex to be serviced by a single,
monolithic program. A flexible architecture is necessary Ao allew a whole
spectrum of applications and packages from different vendors _to be
effectively integrated. o AT DA
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4) 286 Upgrade Path \;g“‘j__ i
The 286 is the only feasible successor to the otigrent 808678088. Iy 286
mode it can solve some of the above problems; but™it will not run-existing
software. An architecture is needed that allows pfograms to takeu vantage
of the 286 feature set while remaining 808

ompatible; Fui¢her, as it will be
years before the 286 is the dominant mi¢fopr
architecture that provides these keyfeatuge
manner that is upwardly compatib)¢€ to she

standard IBM PC architeef
hold all applications, the D

“‘A to fit 1*&3)08, the network package, the window
V\i \etc.,“’ihx&bi%fe 640K, but there will be little space left
-estricts _&Eﬁtware because as the DOS, applications,

‘“:.c_z}ggéi‘ jey increase in size. Each new product, more
powerful than the last, will decrease the usability of the system because of the

package, the device dr
for applications. This

¢ N
The problem s gr atly} -aggravated because programs cannot be swapped
out. Swapping\is a classic technique used by virtually every multitasking general
purpose operating system: The 8086 architecture lacks the necessary hardware to
allow useful swapping-of arbitrary tasks. Finally, the situation is made worse by
the fixed nature of 8086 programs. They cannot be moved around within the
address space. 8086 model programs generally load as one contiguous chunk of

memory; the combination of large chunk size, limited memory, and immovability
produces major fragmentation difficulties.

. RAM prices will continue to drop, RAM density will continue to rise, but
neither will alleviate this fundamecntal problem. Although the user may easily

offord megabytes of RAM, the fundamental architecture of the system limits
usable memory to 640K.



4. Protection & Security

The term ‘“‘protection” refers to facilities that protect programs and data

from accidental damage; ‘‘security” refers to protection against deliberate
attempts to read or modify programs and data. -

The current unprotected systems operate fairly well in a single-tasking
mode. If a program occasionally changes a random memory location, that loca-
tion is usually past the end of the program'’s segment in an unused memory area.
Programs doing enough damage to be noticed are correctly blamed;-hecause they
are the only programs running at the time of the damage or sfash. =

Protection is a much greater concern in a multitasking enyironment. ;_I%iour
tasks are being run, then there is four times the risk that damage w‘,iIH‘)'éf." ne
If a program oversteps its bounds, it is likely to damage so &hﬁfﬁrogﬁ%&hat
will then “blow up” or cause further damage. Often the damage js mot poticed
for quite some time; perhaps bad results are genei&’téd-?T@\gerhap’siglg,agmaged
program crashes hours after the actual malefactor has\tgfunﬁ@;gd

The greatly increased likelihood of damspe and the great difficulties in
detecting the damage and identifying the cauge"n this a/nagty problem. Cus-

tomers will undoubtedly blame the har } m ﬁfa}t‘u:er’ ang the OS developer

for the fact that their machine has cpdshed twice xwgg‘éWeglE' because there is no
apparent correlation between the runnin

quent damages. A crash is mil(/co‘ %
that could cause untold grief. o

af the faulty application and the subse-
10 an undetected data modification

The current unsecure systems are acce} to users because they sit on
people’s desks and are typic

rcally>dedicated to“one person’s use. They are as
secure as a desk-top notepad,*via fh'same mechanisms (e.g., a lock on the office
door). As soon as net .@ng betqmks, common, however, security will become a
critical issue. Few compznies will ba:Willing to automate their office with a sys-
tem that allows anyon i’gg}_;‘g_ggesyir_f@titiously and/or modify any data or com-
munication. It is no co \I@E}ng\iﬁf out that the average office worker doesn't
have the knowledge to “lack thenetwork’; it’s just a matter of time before
“break ax}d }nger” programs are available in the advertisements in the back of

“PC"” mdgazine\, /\
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6. Flexible Architecture

The issue of software architecture has a tremendous bearing on the current
and future utility of the personal computer. A powerful architecture will allow
the rapid development of extremely sophisticated Systems; a weak architecture
will cripple future software development. A good software architecture should

provide:
1)

2)

3)

4)

s

Portability

The IBM product line includes the PC, the XT; PC-jr, and the AT.
Other manufacturers have their own multi-machine product lines.
Undoubtedly more will come along. The systém ar‘chi'te_c‘lgre should
maximize the portability of applications gmong- these: systems. This
should not be accomplished via a “‘comm ‘denomi atérf_&pproach,
but in a manner that allows the featuses of each environment to be
used to the fullest. _ NG @ -;f}n

Upgradability P 5T
A typical customer has g ';iﬁq__t invésfiitént in bhardware and

software. A good archi '&\xe W
piecemeal, both hardw;/ev“3 a

Configurability R

imAo upgrade his system

ensive software and hardware

configurability. It is impossib} X produce a system that has ope of

everything ‘B: expensive. A good architecture allows a non-
expert us _’:_t:gpfééé_‘:_tﬁ:__ther the kind of system he needs,
Flexibility=3 e

This is per .t} gf-_-f:'vost important point: the office automation

environment s 166 -vigred and the industry is too active to be addressed
by a single fixed product. The current DOS serves primarily as a file

{tem Package and a Program loader; programs must be effectively
self—cqn% ; i

any“of a d6zen devices then it must contain code to drive each of
théq; The”end result is a program that is large, unwieldy, and
inﬂexlblgz’lts ability to deal with g dozen devices does not allow it to

.

deal with a thirteenth. The DOS does allow installable device drivers



6. 286 Upgrade Path

As has been mentioned, the Intel 288 processor contains hardware provisions
to solve some key architectural problems. Unfortunately, the 286 (running in 286
mode) is sufficiently incompatible with the 8086, and no existing 8086 programs
will run in the protected mode. This prevents Microsoft from offering a “‘pro-
tected mode only” MS-DOS for three reasons:

1) Millions of 8086-based Machines
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machines until sometime in 1986. Even then,a /sxgmﬁcix_\{ portion of
machines sold will be 8086-based and the! “installed- base;™: millions of
machines, will be predominantly 8088, A proél@fthat'ig"no}@\jow systems
could not be successful for several years,”\ o =y
2) “Catch 22" | S, |
Ignoring existing and new 8086-bzsed maﬂﬁi@fl_&ere is a “catch-22" situa-
tion: customers might be willing:to™huy 286-6&1\1Y5L§S—DOS for their new 288
boxes, but only if they can ul*shage\ licatigns-3uch as Lotus 123. Lotus
might be willing to produc 528@‘0[%@\5;0&})& only if the 288-only MS-
DOS sells well. / N 4

3) Multiple Versions A . :
ISVs are highly resi ant-To multtple versions of their products. They take
to the retailfla/qr:e;;: an
If faced with the-chgice: writing their program in 8086 mode, that would

6’s in compatibility mode, versus producing a

1oB\that runy3niprotected 286 mode, ISVs will choose the simpler

l{summary, ﬂﬁp‘é;ating system architecture must allow programs to be

wriften go that a single binary copy can runm in protected 286 mode on a 286-
baﬁ%:}h@v&ﬁll run on existing 8086 machines, including 8086 machines
running earliérversibns of MS-DOS. If this cannot be arranged, then the 288
will never-happen;286 chips will be run exclusively in 8086 mode “forever." The
solution to these problems will have to wait until the 3868 microprocessor is avail-

able (that can run 8088 Programs while providing protection), and this means a
delay of many years.
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7. A Segmented Soﬂv;nre Architecture

Microsoft has developed a segment oriented software architecture that
addresses the discussed problems in a powerful and effective way. In addition,
the architecture runs well on both 8088 and 286 machines, allowing programs to
take advantage of the 286's powerful features while remaining 8086 compatible.
Finally, Microsoft’s architecture anticipates the 386, providing a uniform and
compatible environment across all three processor classes.

This section briefly describes Microsoft’s segment architecture, and demon-
strates how this architecture resolves the above needs.

The fundamental concept in the new architectute is the segment. Although
the 8086 is widely described as a segment-based machine, it &5 agtually a linear
machine that uses base registers to allow its 65K addressing capability to extend
to 1 megabyte. 8086 addresses are often descri d%‘a.sf?_‘gegﬁ&i{:‘&ﬁset" but they
are in fact ‘‘base:offset”; each byte in men can "e”a’dglress'é(@_;;\ﬁy 4K different
“base:offset” pairs. When MS-DOS 2.0.4c-MSDOS 3.0'10adgA 100K program
into memory it uses 100K of contiguous m\en{ory 1d sets ase registers to its
beginning. It is the responsibility ofaghe progi‘a_‘é&it&\,adjust the base registers so

that it can reach the remainder of{@gjx_x ory. N § N
A segment-based architectire, on:the’s her Hand) views a program as a col-

e system provides a variety
of services on a per-segme

e

segment relocation <"’
segment swapping \w;

virtual segments

FIHS:ON Eh/efRGjas well as the AT)
‘*ﬁ‘;@S_-_D_O ) XENIX and 288 protected environment
/A\;x:\ximum traﬁx}aiéncy to applications

te th:}?éxg% (in protected mode) is a true segment-based machine with
re

efficient

[ ]

o

[ ]

©

e  dynamic/linking (¢
. =

[ ]

e compatib

®

}tﬁjt-in. ‘hard to provide the above capabilities in an efficient manner,
Unf&(unate » Most existing applications assume the “base:offset” address form
instead of the :,‘s{:gment:oﬂ'set" form and thus cannot run in 286 protected mode.
Microsoft's™ grchitecture uses software to provide the above services to both
“base:offset” and ‘‘segment:offset” programs on the 8086; on a 286 machine
“base:offset” programs can run only in 8088 mode, and “segment:offset” pro-
grams can be run in both 8086 and 288 modes. This frees them from the 640K
limit and gives them a secure and protected environment.



8. Memory Space Limitations

Microsoft's segment architecture cures the 640K problem by allowing seg-
ments to be moved and swapped. Often the ability to coalesce free space by
moving segments will yield the needed memory; if not, segments can be swapped
to an optional swap device. Note that the segments are ‘“virtual”; some of a
program'’s segments can be swapped while the program continues to run in other
segments. When the program references or returns to a swapped segment, that
segment is automatically retrieved from the swap device.

In addition to allowing better use of the existing memory, segment architec-
ture actually reduces the effective size of applications in two, ways: demand load-
ing and library sharing. Demand loading is an old yirtual memory. {sick. Some,
or all, of the segments are not loaded into memory ‘ntil_ t,_ﬁey are-actually refer-
enced. A typical 120K program might contain %i;ﬁg@@ﬁtly/@ code and
data, exception handling, and rarely used sefvites. By putting t 68e items in
separate segments, they will only be loaded if f&ey_a 5

Program size can also be reduced,

¢ referenced.

: \min\g(ig!__1_:{@33‘:;;Tx standard libraries. For
example, Microsoft’s architecture allows. the creation:afia C-language run-time
library. All running C programs i '

jen_share a single copy of the run-time

library, reducing each program by (typi ] 1@{/‘ 5
Finally, multiple copies ©of puge segments:are e6mbined into a single copy
that is then shared among,dll the users. This is done transparently and automat-
ically; no program or us&cﬁfon is Teqhired. If a given application has 100K of

code and 30K of data, a second ¢ y‘fg be started using an additional 30K

bytes, instead of 130K

Botesthat programs need nmot reject the “base:offset”
“":" atures, but they should follow some protocol to
rment facility. Programs can continue to run ‘‘as

Xont gu‘:)-ys,:gif:a k of memory, or they can be partially conform-
ing and take paxtial-advantagé of the features. In all cases, full compatibility is
maiqt\ained; the system supports a mixture of non-conforming and conforming

tasks.

N A
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9. Prdtgi:tion & Security
Unfofhu}gtély, no software can provide protection or security in the 8086
environment.” In the 286 environment, however, programs that adhere to

“segment:offset” addresses can be run in 286 mode and are therefore fully pro-
tected and secure.

Note:If the user is running a combinaticn of 808¢ and 286 mode processes the

8086-mode processes can still do as they please, even to the extent of damag-
ing 286-mode processes.

Partial protection is still valuable; users can run untested programs in 286

mode without fear. A user can fully secure his system by using only 286-
compatible applications.



10. Software Archltecthre

The Microsoft segment architecture provides:

1)

2)

3)

P

\\

\nptwor,k/ vendor. If the user later changed vendors the new vendor’s

4)

Portability

The dynamic linking facility provides a powerful portability tool. Just
as device drivers allow portability across devices, dynamically linked
procedures provide an equivalent service at the procedural level. As an
example, C programs are binary-compatible with MS-DOS and XENIX
under this mechanism, since they do all their_I/O and OS interfacing
via the C run-time library. A call to px;lg{tf(),is a call to printf(),
regardless of how the implementation ol",,pr)ntf()’s‘in—iy;giﬂ'er on each
system. T P s ::‘:

As has been stressed, applications that ¢th ségment Architecture’s
services run under MS-DOS 2.0, Xi&DOS 38, MS-DOS’ 4.0, and the
288. Under MS-DOS 4.0 they :quoma‘hg;lly t{kéﬂﬁ'g;v{ntage of swap-
ping and virtual memory; on the 286-under-MS-DOS 4.0 they automati-
cally take advantage of the 288's merﬁbijf-‘@ aRagement hardware in 286
mode. (oo NES

Upgradability / / L e A

The great flexibility ands ility of the architecture allows the user
to upgrade piegémeal; andat will. Note that the upgrading is not res-
tricted to hardware: 2 ser. hight replace his plotting library package
with a specialized or hi ‘performance one; his applications will

art using the — w library package.

Con gﬁ%’bimy 5 «*2‘3

Simi ajﬁ\ such azéigﬁem is highly configurable, both in hardware and
soft ‘?é;%gy%‘;ﬁﬁading and shared libraries allow the effective use

of dev ¢8;-3uch as Yaser printers, that may need a more powerful inter-
face to the-usingProgram than that provided by device drivers.

Software ds configurable. The user can buy the packages he wants and
Just ’?ﬂ{; them in.” As an example, a user of a commercial network
service mjght install a routing clearing-house package provided by the

clearing-house system could be installed. Some programs may be sold
in sections: a base-level product and some options packages. The user
can buy just the components needed and add others as desired.

Flexibility

From a long term viewpoint, this is probably the most important issue
discussed in this memo, since the flexibility of the system as a whole

will dictate the rate at which the products will improve and new tech-
nologies will be introduced.
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Simply, the segmented architecture allows Microsoft to move from a
restrictive, monolithic, self-contained architecture to a dynamic, flexi-
ble, segmented, and virtual architecture. Programs will no longer need
to be self-sufficient. They can call upon a variety of services from other
packages and routines. Further, they can do so in a manner that is
extremely powerful and flexible, as well as being upwardly and down-
wardly compatible across the industry’s entire MS-DOS-compatible
computer offerings.
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11. Getting There From Here

The popularity of third-party software products produces a classic catch-22

situation: customers won't buy a new machine or system until software is
widespread; ISVs won't convert their software until they see that the
machine/system sells well.

The segmented architecture described above avoids this problem via its com-

patibility. 8086 customers will buy MS-DOS 4.0 immediately because of its mul-
txtaskmg capability; 286 customers will buy it for the multitasking and its supe-
rior memory utilization. ISVs will rapidly convert their oﬁenngg to the segment
architecture because: G

1)

2)

3)

The new version is downward compatible; they won’t b,ave to ‘market paral-
lel versions. S T

Their product will then have a strong competxtxve\@fvover thgu: Epmpetl-

tors since their product runs as if it had moféxg:emory whﬂﬂctuﬁﬂy con-

suming less memory. e ~_\ ,\ =

If they can easily convert their product to 286-sty: a&dgesscs they will do so
to gain another competitive edge: a prot ted an seeuté program when run-
ning on 286-based hardware. I '

working will make protection
ous to make their offerings co pa}t}lﬂ




